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A Study on the Balance Between Data Security and
Efficiency in Federated Learning for Financial Anti-Fraud

Scenarios

Yanshan He
(School of Business, Guangzhou Nanfang College, Guangzhou, Guangdong 510970, China

Email: 3421878107@qq.com)

Abstract: In financial anti-fraud scenarios, data silos and privacy protection regulations
severely constrain the effectiveness of cross-institutional collaborative modeling. Federated
learning (FL), through its distributed training paradigm of “moving the model while keeping the
data in place,” provides a feasible approach to breaking down data barriers. However, its practical
implementation faces dual challenges in data security and communication efficiency. On the one
hand, privacy risks such as gradient leakage and poisoning attacks may arise during gradient
transmission and model aggregation. On the other hand, multiple rounds of communication and
encrypted computation lead to significant system overhead. This paper systematically reviews the

current research on federated learning in financial anti-fraud applications. Based on a horizontal
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federated credit card fraud detection framework, it integrates SMOTE-based data balancing,
differential privacy noise injection, and gradient sparsification compression mechanisms (Li Cao,
2026). Drawing on existing empirical results from public datasets, this paper analyzes the effects
of different privacy protection levels on model performance, including AUC and recall, as well as
training efficiency, and proposes balancing strategies such as dynamic privacy budget allocation
and hierarchical aggregation. The findings show that, by appropriately configuring privacy
parameters ( ¢ € [3, 8]) and communication rounds with local iterations (E = 5 - 8), together
with 10% - 20% gradient sparsification, the model can maintain an AUC above 95% while
reducing communication overhead by approximately 30%. These findings provide design

references for developing secure and efficient federated anti-fraud systems.

Keywords: federated learning; financial anti-fraud; data security; efficiency balance;

differential privacy; gradient compression
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