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N RS BRI A IEAE 558 AR (R B3t T 26 =40 0], KiE SR
FREIR A RTIE AL Ae ) DLRT PR E B B 2 Bk0F R E AL SR B shibi&
P DNA S 1. ZER GRS 0E H mbniE . P&, #8 RAND A\ 2024 1) R4 10,
F£1107 A~ AL AP T HA, 76 NMEZKZATTR, 2023-2024 PAE[E R A LTHBEILTF 52
BT PUAE S ANRRF, b 13 AT RMARIS Y “ LRI By & XK 254 (Gerstein, Espinosa
& Leidy, 2024) o SXFPHE AR BUREEE SR, M54 4 DL E AT AU A O AEY 240
FHEAE 2 T e KRS A PE P R

TEX—H 5N, ZNEIRHEL A F A BE VN AL AE YDA X — H7 % U8 - Bostrom (2014)
) GHEZCERE) BE 1 ALAFENE X B S P 22 250l Ord (20200 1) CEE) #2ft 7&
PRSP FIABURAESL s Urbina £ A (2022) FISEZE6G SR Z AR T AT A4 SR8 8 R 1
HEJJ: Sandbrink 55 N\ (2022) FVE AL AIHAR “ IR EAL” BIHESIE T Peccoud 45 A (2018)
PR M E A B, BT S A SRS R AT AL R . SR, X SEER R 4y
BT ANE R AFSCHER, MRS EI RGBS

AL B AEEANE — 2 E AT\ H AT A9 RS B HE G o — N BT B BT RE e,
FRAE AL PRI RUHR B AT AT B8 A2 . DA MINTR . B8 5 N OCHRERER, R\ K
ISR S0 A B =B SIS HESE, R S ER 2 R B OCHE; 51T
WULARE T vk BT R RRI, R ZEREIR R, HANCN LT

=\ XERZGRR

(—) THEMEKSEE

T HMESHEL (Instrumental Convergence) Hi Nick Bostrom 76 (2 fE: HE. &
K5 ong)  (2014) R RGEIE, ZBAC ALAFLE X 75 . Bostrom i1E, it
AL B BCE A A A H bR (IR TSR R kG R E ) , B TAH — R P T AN
T HAR: BIROAE REBCRIE IRTHRe ). Dibgodis. X T AR “Bfsiuy” ——
JUP IR e, RN Hbrnf, #aAiXs s Hir (Bostrom, 2014) .

X —HIS G WAE T — DMRAEER AL ATRESBCR AN R AT HRS A
FARHEATE A —H0 (B “XEFFWRR” ), T4 KRS B ARSI A By — A “ HiiE
7 CEMIER. EAYREESET, RN TEGRAE BRI RIS, il
NI e T RER I A RS HLR A 24T B A e () BT T T B Gallow (2024)
i P e S B0 T B T EMEUSIGIAT TAR S, RILENAE YRR BN B, T HE M
2 FEOS R AP A ARAE PRI LF #5533 T Bostrom [R5 AE .
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(2 NAFERRR S T IS &

Toby Ord 7£ (B FAEMERKIE AKMAK) (20200 H RS VP T AT ) %
FRAFAEE RS, 4 TR 5 A 21 0 iR BIa g 2 —. Ord X3 T HARKK 5 A
RS, IFR A2 21 HES, AR CamiE AR KU (Ord, 20200 o

Ho 5l NEH G50 ARTAT IR S BN KLIIER LN T 5y 2 —, T LR R
RN RAEAML KA R EIE =10 — X—BA PR T DU ER: A EOR
RESDAEAFHIE R AR 5, ARRE %R EAE R (I GRIAEREE AL ) G
ZHBIZENS], Nz ATRE—D R A TR, (3R AT 3 Bs 2 S 3 o
ZEFIE. RAND A 2024 F 1 — it e R — I, f i AEHoRYG “4ks g
o TR, ey o, A, ARTK”  (Gerstein, Espinosa & Leidy, 2024)

(=) MaFHtFRE

Bostrom (2019) 7 (BEggth S ESE) — ORI T “REME” X —FLHLH. AF
MHEAR KRB =D ERNERE BIER: ARREA GTHAR, KERRER S IEAR,
T HER” AR — L A H R 2 DL SO 4 AR . Bostrom 81, AZKIe 4 kiR
PR RRER, FRARR A FRATRE A E A, AR B IE S (Bostrom, 2019) .

bEAE & BCEYD A AL )RR, AT R IEAERGL T ) RE Bk, filn, DIY A E% T
FLIHED P] REAEAT AR 52 3 BE b A= 025 BN iy N BE 4 5 AR GEHCE TN B B S R T e 5
RER IR, A RBINE PGV MRS B S e it bR T 18 ¥ T 2 mT e 7= A wfi L
W MBI (Bostrom, 2019) o MBERIZMIZ AAAET . — BEUHEITGESE, A
(¥ A BRVAELAA R T AETCVR B X Fh A0 B 2 3RELR HA AR

() kBt 5EAMRALE R

Urbina %5 A\ (2022) 7E (HAR-DLARERE) KRM N LR REIKEN 2590 K DL B i)
IR AL AR AR U S5 A% O IR SR 7 o BF TC I BAKE S A B T SRR FR L 251 Al
A (MegaSyn) HIRJIBLHI S s, i FHRBIER KT 45 RAE 6 A, AL A
T 4 FRHAEAS SR, P25 VXM EHIM B (Urbina et al., 2022) .

X —SEE R R AE T EUEY] T AL AU RSO A FR, B REREAT AE Bt —
— Qi AR RAETEN . RS RN SR A g . 5 SR T — PR, AT BEAY
AT RABETHH BT R R A R, b S S EOREE R L (IR 24 ORI R R A
o X—RIMEHER T “AL TTVERTH MRS 3%, KRR B AL T OCHE ¥ SEE



U R A Tl H Rk 2026 £E55 11 G55 2 D

Jfifi. Bloomfield %5 A (2024) £ (Rl*) ZEBECHRH, XERIE®RE “BEREUF, 4
TR, AGE I LI E SR RN, By 1k SR A R Y 2 B R G

(B WABHEARRRENS TR &

Sandbrink 2% A\ (2022) 7 (Health Security) &#FH) (N LEAESEMMRH) KGHEG
T AR BN B8 gt b, dilis AR a7 2 B i AR AN, DRl
AR T BOE FATRRFNER . Al IETESURIE — 4% Jay: KiE & SRR A4 2 PR
KGR EIR “REMN” , A 2L IR E LI G A A BN B A R RIS T
S0E B e S0 PR A4 BT 7 (0 AR D3R (Sandbrink et al., 2022) .

Sandbrink % A4, AT NUREEERS AR, AR “ LR =BF7 —FERMEE “ DR
T, TR RE RS . R AT TR PR $T05 1 /8 S ahpLz 18] i 4
FAH R R——BIHL R ZUE R A R 1 NIITE 7T AR A 208 ) s WA 24 (NTD
£ 2023 FERUIRE ht— DA, AT SAGAPERIRLE “BEH R SR, MANEH A
Yz AR 7 (NTL 2023) , XIEZ “MEEIFIe” SR,

() BBEAXFRMEY KRB R

B AR RREE R IR [ [E bR AT, S T AP 2 A AU 48 7R 1 R AR (3 7
BB (NTD 2023 FRATH) (N TR RS EmRIEREE) i REEid 71X —
iR TEANSIL, ALBCRHINIE 7 “Beah” PERE, RO AR 1 58 A TE ST ]
BEAT, TSR POHGEA. B “Pif”  CEER. KRR WEEM, 2R 2
PR TP A S AR, A O H AR ) (NTI, 2023)

IXFPASS R R = Bk T LATISG e 4 T S 20, T B A 06 A E B o R AR S
RS, IEG0 Rees (2018) FT e, fEAEMGUE, Pk slid—5, Hix—ZHEhE
B B AR DE S K. Walsh (2024) 42 Hi (A4 4) KUB SRR RE— 20 W 1 ax — Ll AL
] DA A 520 A B —3RI—E s — AR — 3 7 AN IR, B/ et
) 5 e RN o

() MEAEYZERFER

Peccoud 2 A\ (2018) 7 (Trends in Biotechnology) KM (ML M4 MRELE
RGN BEIRRGHIAR | “MZEM 24" (cyberbiosecurity) M, 1X—HNgKIE
“CHEFPEIRRE” X — AR . AR AR ORI« 2 S & A B4k DNA &k
A5o AL TT DA I [0 2% B8 20 450 R B HLBE LA (9 DNA FP 900 505, B B A 1 S8 s 75 1 8
B R IEG A B & M, NI R ER I S AR 2 2B 28 (Peccoud et al., 2018) .
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Peccoud Rt , AEWZEGON W 2% 22 4 ] i “ORIL” ST TR SR S A BT AR )
MR EAE, MAREE . 2 DNA & R0] DUREF— @ AT . R AT I, %4t
(P FE R BRI 5L o 2 P RE T MR . SR E R R (& A AR A 5 )

(2018) 35 Hrp A AR 13X — UK, Fig th B - 5ot S5 G B AR 1 TE B T R 55
& (NASEM, 2018) .
O\) B % SCE A TR R R

Bostrom. Douglas 5 Sandberg (2016) 7E (Social Epistemology) &M (#ilF L&
AR P — S S ) HR I R TR BRSSO W LR T AT 44T ik %,
GAEMEAR R o 24— TR A W FE A BRI ) (R AR VR 2 S AT AR R RS, R —
AT TR R B SRR AR T RT3, s gh 4 NI R o . BT
IR EIAT B RRAR B, BALAT AR B R KR, F D — AT SRS B
2543 T 100% (Bostrom, Douglas & Sandberg, 2016) .

X —FR T AL AR A IR Z & S RIS 99.9%() AT HF R & #6 S St AT FH B,
RER T2~ EEMH, s RBURM. £ AR H &8 & THEEAR 2
RIS ST, “ 80 ¥ SCE AL IR BB T 06 Zi X (4% CoxfE AL, RAND 24 7] 2024
R RS PEAG AIL, 82.5%MI BT AL A2 TR B 2=/ — N JFERAM, 61.5%0) m XK T 5
SEATFIR, X R IR LA BRI ZREE “— BURATEE CVAE " (Gerstein, Espinosa &
Leidy, 2024)

=. HipHER

R R FRS I ARAR B304, TR A B 1 N ARTE P U2 — R AL 2 — TR BT 2
MBS . K1 BT X AL L5 .

#—B: M KKE (Existential Risk Layer) . iX — 2 i1 T B I 81 (Bostrom, 2014).
FAEPERE (Ord, 20200 AAGEES tH A (Bostrom, 2019) #4411 A1 B AR A P 7] AL
AR A A B2 REHE 2 R? HAR G AR 47 LRGSR R
DL A RE: RIS R AT TR RN FAEME QPR S e ml: TR 5
PRIFR A RRAR 218 1/30; JE 39 tH SR AR AL 17 st 8 40 Ay« NS mT R IEFEHeis 22 rh i)« JRER

% 2 RKHLH]Z (Risk Mechanism Layer) . iX— 2 1354046 (Urbina et al., 2022) .
W& R A (Sandbrink et al., 2022) MILFTAXFR (NTL, 2023) . EA1REEIENLE/
LA I A RO U T R A 2 W DR 3 el T KR 2 Bt ER A SR S TEE S . AT AT HE



U& e A Tk H i A 2026 5 18 (R 2 #D

BN N A RRBOT R E A R R WU IR R AR B IRY B N E AT MRS BRI AR
ANV s TS AN Ho B A e 9 0 R 45 . 50 ek P 3 ) B B
B 1: Al YRS RHELR

EXISTENTIAL RISK LAYER (FFTEtE ML)
INSTRUMENTAL CONVERGENCE | EXISTENTIAL RISK VULNERABLE WORLD HYPOTHESIS
FEHERS) > (eSSt RN

% (Bostrom, 2014) “1g3 (0rd, 2020) @ )  (Bostrom, 2019)

A" WHY Al MIGHT Eummme WHAT IS THE RISK - WHAT ARE THE ULTIMATE
(Al PROBABILITY? 1/30 My RISKS OF INNOVATION?
TS

> (ﬁﬁmmnm ) (REEMERSH? 1/30) (BARRMARMRRTA? )

A

DE NOVO DESIGN & TOXICITY
OPTIMIZATION (SR 1)

DUAL-USE TECHNOLOGY

OFFENSE-DEFENSE ASYMMETRY |
DEMOCRATIZATION (WBiZR 1) b ESOE

(Urbina, 2022) d |fvs (Sandbrink, 2022) (NI, 2023) |
ESI: HOW DOES RISK CONCRETELY / HOW DO THREAT SOURCES SPREAD? | R
OCCUR? EMPIRICAL EVIDENCE STATE — INDIVIDUAL = ‘5;9 PEED GAPS
(BB B2 BR->TA) (mhﬁmﬂ’ REENA)

(mﬂlm? TIEEHE)

== e — B \, = .;,7_,_%
N T CYBER-BIOSECURITY (£ ME2) .&. THEUNILATERALIST'S CURSE (¥m£xﬂ9~.m) ‘
i = (Peccoud, 2018) ‘\\ ‘:,,'/"-‘ (Bostrom, Douglas & Sandberg, 2016)
SPECIFIC VULNERABILITY: i /-o- i GOVERNANCE DILEMMA: MORE ACTORS, HARDER CONTROL.
n DIGITAL-PHYSICAL BRIDGE &,__ .---8 EVEN 99.9% SAFE, 0.1% ERROR IS CATASTROPHIC |
i (RERT: BF-NEWR) ) “&" (ATEA: FTHISHS, DR BR00.0%ES, T2 T |

GOVERNANCE DESIGN LAYER ((&I2igitRE)

F=F: JAE®ITE (Governance Design Layer) . 1X—)Z W45 E4) % 4% (Peccoud et
al., 2018) FIHLIL T EIHTE (Bostrom, Douglas & Sandberg, 2016) # . T A7H 26
PR QT B A AR 2 A AR Bk R M 2 4% AR ) e A th B AR TR B4
PR B A, BRI SCE HOIE TR IR BRI BT AT NGB, FR iRt .

. BFFITEE

AR FH R G SCR SRR 5 IR A M S5 A TR IR HESE

F—, RAWXBER. AUTCEE TE¥RHGZOCRAA S, W Al safety” .

”»

“biosecurity” + “existential risk” + “dual-use” « “synthetic biology” . “cyberbiosecurity
RO ARVE . SCHRRIE L HG Web of Science. Scopus. PubMed. arXiv 2522 REHEE, DL
RAND. NTI AU P BRI S « MR RESE N 2015 4F 1 HZE 2025 4E 8 H, Hixil
AL W) A HIEFE K R GEIELRR /55— B (Eskandar, 2025) .

E, XEIRESPANARE. VPR R SCkET 500 B AARIERSE: (1D K
FTFEAT PP EORORT P (20 BLHEW I A1 5 AEMIHEIR A SORR: (¥ 21 18 44 2 B SR
WHFL: (3D $RM BAMRE I R G MERE S BESE . () BUREHTF 251 o 2T IX kR
i, BRI\ UL OB AE N EE G X R o BIBRAR RIS (R BRI R AR K KU
ST PR MR ALG B OR R A 24 EERCRECHCE R AT .
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F=, HERBESEEEME. VU &I 2 0 IR HANC R, MR R
FOIHTRESE o X — i FEEAE BRI )7 SR, 0 SRNESE AV T AR D5 . RS RESE IR
FEELT 0 S HR A O B RS IRE R, 5% T AL £ @ aih
M KA 2 R (RAND, 2025)

B, BORST. FETRGHES, IO R BN AR, PR TR ot B2 B
SRAU AR M BE B SIS AT, 2% T GRIARE AL) RFEE (Revill,
2024)  ZE AL AR U AR AR R .

f. FFRRIA

(=) Ry B =E2%

HF FIRREAHEL, ARSCRAI AT YRS HU = 2 4

F—, BAITHER G CUEBRIEM) o Sandbrink 25 A (2022) f5Hi, AL IEAEFTRE
“Re JIRBERNE B, (I 2 A TR S4B 58 BURHRE AR R AT 485 N (K “ 73 P RIAT 7.
YARA T P B ARG AR B AR U . RAND A & (1 R G MV IE S, KE BUA XCE g
JIH AT AW TR IEAE A Bk A PRy 8, Herp 82.5% A 24— THEA, 61.5%
R T H 58 45 FFJ5 (Gerstein, Espinosa & Leidy, 2024)

B, INERANEL (BLEEERER) o Hgeaobe 1 5ahLm 5k
——HRIFEEEIE, AEEZAREMARTE . ALFTHOX — T4, fEahHLEREME B A
JEHRAFBORKMERE /. Bostrom, Douglas 5 Sandberg (2016) FIUCAIE Bon, 17 NE%E
(138 s 5 RSB IE T 100%. Ord (20200 [REALITAL (1/30) IFR2HRETIX—@H,

B=, WBEBERMRE BBFAMIR) o Bk o] LS5 A ik A%, B4 52 iR
T SR . NTI (2023) (REFR I, X — MR kb N” BA 4
FPEARSS, BRI FRE . Walsh (2024) 2 H (1427 USRS 13— 2D B, AL W] DAJR] I
PRFF B 2 AN IR, TR EUN . Urbina 6\ (2022) fJSE56 A SEHEJZ I
UER, AT A ST B 25 3% 10 T3 P332 A AT SO0 M 5 A % 11 o 7 i

(2D Beglzit: ROk ANER AT

BIR = H B I E R ) — MR E R RS —— AR “IRAETF 18" (Empowerment
Paradox) . ATHIRAETEIL, /4R B TEM T/ MAGUHT A I BOR R EAHERE CIngFJs AT AL
E RS T AR G R I T TR AT N TR MR RE A . BRI AR Y
M 5 IR PRI AN RS BRI A F T TEVE AR AR (K1 5E 45« BRARHEN TR AR IR BIIE Jy 83, AR
[0 PEAR R A P A DA s I BRI AR I AL, 00 SR TRIE I B s s 17 R
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FAR— BRAE, ([EIIE . IEQn Sandbrink 25 A (2022) Bk, AL BREh I AEDHA
HA “XWEAE” M, NTI (2023) RS R <A EE R 5 58RI 384
KA. AR LTE T, MRGURE TR “HRE AR ik, 1ERilE X
FH KIS (Bostrom, Douglas & Sandberg, 2016) T H 2k R——HI{ 99.9%[¥) & S EH, i
TEHCAR 0.1% B =R A .

(=) RERITHIZ O RN

BT IRAE IR AR, G R0 A B BT RO ARG AR 50«

JE N —: FRBHARSE « %5 F A=W ek AN AT 38 1 (Bostrom, 2019 ) FHI 5733 5 AN Fr #4 (N T,
2023) , RELECLUAETEE, N RSB Fn CHFTHET 7 o X RRE B ATER R AR
HIPELITAE J13KEL . Peccoud 25 N (2018) 5iM, X “Hr-WFEMFR” iyt e, W
KR R AR BT . Bloomfield 25 A (2024) IR %[ UM it 373k -4l 1 otk | 1k
F 5 DAB Lk St A e 2 g il

JE = Z 2B . % T @R % 701 (Sandbrink et al., 2022) RIS % 74 £ B4k (Urbina
etal,, 2022) , {FAif—[j LR &L T AEHE SSHY . Eskandar (2025) XF 119 & RT3 SCHR I &
QLR KH, FEHILFIELER “ZE#EH]”  (ayered controls) WLSL, ELHE R 7 27 7]
RGEVELL AN, 924k DNA & R A S5 it -

R =2 FIAERL . % T AR I K é (Bostrom, 2014; Gerstein, Espinosa & Leidy, 2024),
TR AL 6 RE 5 S A TR, THAEFFAN . RAND & Kt & @ UCR FBHL R« o -
TR 7 AT BRI HE 42 , K LA 10 ik 2% 4% 2 155 T8 0 7 45 i 44 (RAND, 2025) » Hynek (2025)
HaRiE, Al 5&RAEYS WS TFE “ 2RI, Wiz, EH1 BWC A
MR E S .

(9) RIxfigse: £BERBMERINHE

BT BN, ASCHR RS BOR R . RRERNE . T S [ bR 2 2 A
(P

L BRPER

FARAFLRAE AT AR A B e AN, MRS — R 4. BAAR i aeE:

WE &8 TR AE R A IR AV AR S B (1 73 K48 o XK KA RLA
FEAR IR SRR, TR RE TR S R AN D R 5 S A . Eskandar (2025) (R G450k
HUCKH “H B, AR RGNS, D2 2Rk
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0 R SR A o TR AU () AR5 S R S 1 e R e ) S B
FEVIGREE b7 AR, BRZE AL 2 5 B A B o 3 5 B ST v MU A 15 2T
B ORISR, B R IR R, ORI S B B A& R

AT ORI A3 R o i S AT AR —— M, A P Rp S H A A )
SUE RO MR ARGH o IR I 5 T4l 2 4 S RN, (AR RER R M EE TR, M54k
M 7 46 B 5 T o

F ARG ATLE T AT E fa B R AERT R . (R BRI FIRE R S A BT OBk Jy 12k R
W, HIFAEPTAE AL SE50% #4s H R SEHX R . Bloomfield % A (2024) 3R, JX4UF
R RN SR il EEAT N, AR R T Bl R B

2. PHEEMVER

55 B 2o AR A BL A AR SO S S

SRACEER SRR E: HAl 2R 8a KRGl ], Az —fabadk. NiEs)m
HIMEIT B TR A I, TORA A FRZA I R B EE ZEMIEIRT Y, JHEL TSR, 3%
Il [ R L (A A=A A ) (2018) 4055 FH R GHIA T I et e fr) 0 22
PE, RRARRE X “BTF-PIEMR” B4 (NASEM, 2018) o Baum %5 A (2024) f2 i1
SF “THAER 43R DNA & R GE” , SRR B (RSRAE X)) SEiEg—hri.

XU PSR AT . 0 ) Ak LA O IR (KR 7 —— G 5it o J5 e 3503 A 1) S 6
BB B A T —— RIS T AR B A AL, VA HIE A R S YR - X 5 B2 DNA
ARG Asilomar 22 UL F MG G — AR, (RGN AT R IHT Bl .

PHEFTETAE: 0T 5N GURIL AT AT RERE I F - H R AL AR gy, AT W 2
TE AR 1] 22 AR S . Peccoud 25N (2018) F8H, X DNA £ BT B (57 25 7 A
CLA LAY R B S IZ R 7 41, 3 75 TR SRR R i Ll

Fb 3L RS B AE T R AR L R . TEZIE PR e e 8 , BUEAS 2 Wit
Gk JyfR i, w5 AR E B ALHIEE 5 .

3. BWER

5B =T By 262 8 ST e L R AR B R R

SEMEMRRI . BA SIS EEE. A EEEE . SR AR S AR L G R, 2
SERESS RINR IR W BRI R G Al MBI AT IX 8 2 o, ER SIS IA AT R
TV, Shyme S 4 U [A) 2
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5% DNA Wiill: 7EACIEARAL . 5K AbFE R G A5 G p il B MBI, h 4 mT e vt R
(K1 SRS 5 o BB W PP AR R 8 T e, X M IE AR AR R T 4T . RAND % K i &
FEUC, SIS ORI R dE A B, R T R S PG TR (RAND, 2025)

EFRFBEERG: Mogth 7 DAL TR IRGE, @ EPuE, B
ST o WA ELTE T4 B (8] —— B [0S T~ AR P ks (i 2 28 DG B 22, i A BR P
T2 ST ] SN ) R

4. Bk

S DU By 26 2 B BRykHMESE , X8 TR v va B d e J2 40, R i Bk IR MR )2 4. 1972
FFN GRILAMREE A L) R A REY 2 R B A, HILR KIS PEBRPATE T« bt
T HEFELR N EDGER”  (Revill, 2024) . 2001 4F, 2 ZHFERAIZEIGE
P15 [ SO A 2, b5 —H AR AR A WL AN A . ARTAT, 2022 3 LK IR Ik )
RAAEILIR,  RE AL TAFHE B g 5 E R (Revill, 2024) .

1E ALIAR, LGt FBImIGARA ek . AR XU Flig ™ RRPEAE S R AT
FAZE (S MELUEH: SERAEGREREEEE R (L2022 fFiA 2 1.7 JET
WURIRFREWFRSO , HHAIARE RSB TERIENE (Revill, 2024) . B, HERRIEE
G B B T B

X AT H BRI EE: ATHY AT B IR T OB TR UR, 4 GPU S5 % S H
RO 1F 368 B 1T B RCABT O B DN 0. RAND A J B BCR “ TR 7 (KYC) i
W), % B OO F 8 0 1 TR SEREFEE e, BRI HEE (Gerstein, Espinosa &
Leidy, 2024)

WAFRE R DNA A BAL A BB : BEE DNA GHURA T . & b,
Gite A U A AR I Ph A . Baum %5 A (2024) @EIEEST “ IR IER 4Bk DNA A&
FRERLE” , WA BA N (REIMAEX) Chiigi—taie, @il EARF B AshifE.

TG B SHAMEES: Revill (2024) 5, 2001 45 HILHAEIIIEEAR . FF
VISR NTRE ), ARG T I LR, fE% (R AL BRIIALR, HE Pk
YRS 5 “FUBEIERLEE” AREE G RO, USRS SE I — 5 R BE 1K B
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SRHUBE R, HIEVERIRS “ER B RZH” KRGS, LATERH 5 2K EK
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SR ERINZE, FEEAREHTNE S5 DNA W% EEEEm, FERE
RGBSR, WXt AL FIJERIIBEL. X DNA & Bl 5t e B 4
Revill (2024) $REEFAT, BA AT HI BN TRAE 5 70 < HINBT 3, AH— AR 211
M RESEAE « LLAMR T KA 2 e .
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B S T CTRBBIFAL 7 X — O ME, JRE LIRS EAR 1 B I S mT AR 1R A B R AT
WEAR R IRIELE T )\ RIR TR G — 2 F O, J5EL0tJ0 nl@ i SOk vk & 2 7 kAT
HARGIIAE: AU R R BAT R, S H SRR AR R B i 5 [E BRI
BT

AR TR AT 7 R R AL EY) S M A AP, B ERBRY K
SR Em B SRR TR R 2 [ LUARCR BT, WA ROR BRI R S IR “ ST
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Abstract: The deep integration of artificial intelligence and biotechnology is reshaping the
global landscape of biosecurity risks. By synthesizing eight core theories, this paper develops a
multi-level integrated analytical framework to systematically explain the risk mechanisms,
diffusion pathways, and governance challenges associated with Al-enabled biological weapons.
The study finds that these eight theories form a complete logical chain spanning the existential
risk layer, the risk mechanism layer, and the governance design layer. Specifically, the theory of
instrumental convergence suggests that Al may treat the elimination of humanity as an
instrumental strategy for achieving its goals; existential risk theory quantifies the extinction
probability associated with engineered pathogens at 1 in 30; the Vulnerable World Hypothesis
introduces the concept of a “black ball” to capture the irreversible risks embedded in technological
innovation; toxin optimization experiments show that Al can generate 40,000 lethal toxins within
six hours; the theory of dual-use democratization explains how threat sources diffuse from states
to individuals; offense—defense asymmetry reveals the speed gap between digital attacks and
physical defense; cyber-biosecurity theory identifies the “digital-physical bridge” as a novel
vulnerability; and the Unilateralist’s Curse explains why the probability of catastrophe approaches
100 percent as the number of actors increases. Taken together, these eight theories reveal the core
mechanism of Al-related biological risk: the empowerment paradox—namely, that the process of
technological democratization intended to unleash creativity simultaneously grants malicious
actors unprecedented destructive capabilities. On the basis of this integrated framework, the paper
proposes a multi-layered governance system encompassing technical guardrails, scientific norms,
monitoring and early-warning mechanisms, and international law, and further explores possible
pathways for implementation under conditions of accelerating technological change and
geopolitical fragmentation.

Keywords: Al safety; biological weapons; empowerment paradox; global governance;

engineered pathogens
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